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Notices

® The reproduction, transmission or use of this document or its contents is not permitted without express
written authority.

® Information and specifications in this document are subject to change without notice.

® While information in this document is well edited and checked, mistake or omission may exist. Please
don’t hesitate to contact SUPCON if you have any question about this document.

® Please contact SUPCON via email "SMS@supcon.com" if you have any question.

Trademarks

Trademarks or marks SUPCON, SPlant, Webfield, ESP-iSYS, MultiF, InScan, SupField are all registered,
registering or using by Zhejiang SUPCON Technology Co., Ltd., which owns the properties of all trademarks or
marks above. Without the written authority from Zhejiang SUPCON Technology Co., Ltd, no individual or
company shall use any trademarks or marks above. We reserve the right to take legal action for any individual or
company using trademarks or marks above illegally.

Symbol Definition

WARNING: Indicates information that a potentially hazardous situation which, if not avoided, could
result in serious injury or death.

RISK OF ELECTRICAL SHOCK: Indicates information that Potential shock hazard where
HAZARDOUS LIVE voltages greater than 30V RMS, 42.4V peak, or 60V DC may be accessible.

ESD HAZARD: Indicates information that Danger of an electro-static discharge to which

ATTENTION: Identifies information that requires special consideration.

m equipment may be sensitive. Observe precautions for handling electrostatic sensitive devices

TIP: Identifies advice or hints for the user.
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OPC UA Function Manual

Section 1 Overview

OPC (Object Linking & Embedding for Process Control), as a universal industrial standard, is
usually used for the inter-connection between the control system and other system software.
High-performanceHMI provides OPC UA server and client functions, which allows tag and alarm
information to be sent to the external or to be received.

® OPC UA (Unified Architecture) server enables the system to send its real-time tag value
and alarms to OPC UA client.

® \With the OPC UA client function, it can connect with OPC UA server to acquire the
real-time tag value from third-party systems.
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Section 2 Authorization Information

Software dongle is required for the OPCUA server to provide real-time tag values and alarm

information.

Authorization

Description

OPC UA authorized
Reference domain
authorized

Supports acquiring real-time tag and alarm information of the local control
domain or reference domain.
Number of OPC UA clients can be customized.

OPC UA authorized
Reference domain

Supports acquiring real-time tag and alarm information of the local control
domain.

el |l | B 2

unauthorized Number of OPC UA clients can be customized.
OPC UA Only one OPC UA client can be connected. Auto-deletes all third-party
unauthorized ) o
. users every 2 hours and does not supports re-connection within 2
Reference domain !
. minutes.
authorized
OPC UA. = Only one OPC UA client can be connected. Auto-deletes all third-party
unauthorized ) s
. users every 2 hours and does not supports re-connection within 2
Reference domain !
: = minutes.
unauthorized

After starting the OPCUA server, you can view the authorization status from the server icon in system tray.




OPC UA Function Manual

Section 3 Using OPC UA Server

This section introduces how to start and configure OPC UA server, as well as the connection

between client and server.

3.1 Typical Application

In the figure below, the OPC UA server collects tag and alarm information in this project through
the SCnet network, and sends the collected information to the OPC client through the OPC

network.

OPC UA
Client__

) Domain
Operation Server  OPC UA Server

Station
A

1 illil

SCnet
——(PC Network

Figure 3-1 Typical application of OPC UA

In this example:

® The OPC UA server collects tag and alarm information

The OPC UA server is equipped with High-performanceHMI monitoring software and

3
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OPC UA server software which allows the server to collect tag and alarm information

from the controller through SCnet network.

The OPC UA client receives alarm and read/write tags

Standard OPC UA client software (such as UaExpert) is installed on the OPC client. The
client receives the collected information from the server through the OPC network.

The OPC UA server collects and sends push event information

The OPC UA server acquires SOE information from the SOE server and operation logs

from the domain server, as well as sends push events (configurable). Generally, SOE

server shares the same node with the operation station (see figure above).

3.2 Work Diagram

OPCUA gets tag and alarm information and sends it to the OPC UA client. See the figure below for
its work diagram.

OPC UA Server OPC UA Client

Connect with
OPC UA Server

Subscribe for
‘;ag/alarm information

Send tag/alarm
information

Write tag value

Figure 3-2 Interaction between OPCUA server and client

Gy

Tips:

The minimum sampling period of OPC UA server is 400 ms, so when the subscription period of
OPC UA client is less than 400 ms, the OPC UA server still pushes subscription information every
400 ms.
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3.3 Starting OPCUA Server

Start OPCUA software before configuration.

1) Start VFOpcUaSvr.

Select Start > OMC > Intelligent Application Management. In Intelligent Application
Management software, click ' > Tool > OPC UA Server.

2) In the system tray, right-click the icon of VFOpcUaSvr.

Check the VFOpcUaSvr status in the system tray. The icon varies with different
authorization states.
Right-click D8 and select Server Status. The following dialog box will pop up. If

Running is displayed in the Running Status field, it means the server is running.

Systernlnfo - WFOpcUaSer X
Computer Wame: |IIESKTEIP—QI‘:F9LEH
Server Name: |1.-"FI:IP-:UaS1.rr

O: \EC5Run\TESTPRT
Config Info:

Bunning Status: |R1.1:|.ning
Client Humber: ]
Server Wersion: |1.E|. 1]
Startup Time: |2EI:23—EIS—1? 12:09:25
Bunning Time: 0.1 H (000D )
sothe - VFOECUaSvr (VF OFCUA

authority, multi—project
conmeactlon auth-:nrit:,rﬂ

Figure 3-3 View the running status of OPC UA server
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3.4 Configuring OPCUA Server

When OPCUA server is communicating with OPC UA client, you can customize the settings, such
as if the server should send push alarms to the client, if the client can write values, and if the
VFOpcUaSvr should run at startup.

3.4.1 Configuring R/W Properties of Tags

To ensure the data security of OPC UA server, you can configure the R/W properties of the tags in
VFOpcUaSuvr.

1) Right-click D8 inthe system tray and select Writing Tag Settings. The Writing Tag Setting
window will pop up.

Writing Tag Setting[Effective After Restart] >

OFERATION DOMATHO-040[085250]
Unwritable tags Writable tags

Taz Hame "~ Taz Hame

ATOO0Z0001 ATOO0Z0000
ATOODZ000Z
ATOODZ0005
ATOODZ0004
ATOO0Z0005

ATO00Z0006
<

ATO00Z0007
AHTO00Z0005
ATO00Z0002
ATO00Z0010
ATO00Z001 1
ATO00Z0012
ATO00Z0013
ATO0040001
ATO0040002
ATO0040003
ATO0040004

A TONMANONE
£ > £ >

0K Cancel |

Figure 3-4 Writing Tag Setting dialog box

2) For different domains, configure the tags that would allow writing. All tags do not allow
writing by default. Click > to add the tags to the Writable tags list.

3) Click OK.
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A Attention:

After modifying the R/W properties, you need to restart the VFOpcUaSvr to make the
changes take effect.

3.4.2 Configuring Tag Exporting

The OPC UA server supports providing some open tags to the OPC UA client, thereby improving
the query efficiency and speed while reducing network traffic and bandwidth consumption.

Step

1. Enable tag filtering function.
Double-click "OPCUAConfig.ini" in the software directory (C: \OMC\VisualField4 by default).

Change "EnableTagFilter=0" to " EnableTagFilter=1" in the [OPCDA] section, save and close
the file.

Restart the OPC UA server after modifying the configuration file.

2. Right-click the VFOPCUaSvr icon in the system tray, and click Tag Export Setting to open
the dialog box.

Wiriting Tag Setting[Effective After Restart] *

OPERATION DOMAING-OAN[CAS250]

UnExported tags Exported tags
Tag Mame ~ Tag Mame
AI000Z0000 AI00020001

ATDO0Z0002
AIDO0Z0003
ATDO0Z0004
AIDO0Z0005
ATDO0Z0006
ATDO0Z0007
AT0O0Z0005

ATDO0Z0009
<

==

ATDO0Z0010
ALDO0Z0011
AlDO0Z0012
ALDO0Z0013
ATDO0Z0014
AIO0040000-0320
ATONO040001
AIO0040002
AIO0040003
ATO0040004
AIO0040005
AL00D40006
ALO0D40007
ATANNANMNS
£ > £ >

Impart | Export | K | Cancel |

3. Select tags from the left tag list and click ">>" to add them to the right area.

4. Click Save.

Export Tags
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After setting up tag filtering, you can export the current configuration to a .csv file.

1. Click Export in the Writing Tag Setting window.

2. Inthe Save As dialog box, select the target folder and enter the file name.

3. Click Save.

The figure below shows an example of the exported file. B2 displays the number of operation
domains; B3 displays the number of tags in the specified operation domain; B4 to B11
displays the tags that can be subscribed by UA.

A

encode

28 Count
oAa2609
AIDO020000
AIDOD20001
AlDO0Z20002
AlDO020003
AIDO020004
AIDO0Z20005
AIOODZ20005
AlOO0Z20007
oA 2609
ALLOAEMD

% 3 s _a
mm_‘Dmmﬂdmmhmm—t

Figure 3-1 Example file

B i o
utf-& WEISIOn 1.002
1
B
end
end

Tips:

Gy

The exported tag filtering file can be imported to VFOPCUaSvr again after modification.

3.4.3 Configuring Pin Filtering

OPC UA server collects information of all tags from the controller through SCnet network. In
VFOpcUaSvr, you can filter specific pins of the tags to allow the client to acquire only specific pins.

1) Open Exported Tag Setting window.

Right-click 8 inthe system tray and select Field Filter Setting. The Exported Tag

Setting window will pop up.
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Exported Tag Setting[Effective After Restart]

CPERATION DOMAIND-OAN[CASZE0]

E| SOEACCLIM_X
Lo
ERR

Impart Setking Expart Setting Cancel

Figure 3-5 Exported Tag Setting window

Select pins to be acquired by the client.

For example, in the figure above, "HALM" and "REVSCL" are not open to the client.

Click OK to complete the configuration.

Tip:

For function block tags, after you modify their pins, please modify the filtering settings as
needed.

For example, if you added two pins for the function block SOEACCUM_X, download and
publish the configuration. Then modify the filter settings and restart VFOPCUaSvr.
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3.4.4 Configuring Run at Startup Function

VFOpcUaSvr needs manual start at first use. Afterwards, you can configure to allow it to run
automatically at system startup.

1) Select Automatic Start.

Right-click D8 in the system tray and select Automatic Start.
2) Check result.

Right-click D8 inthe system tray again and check if Automatic Start is selected.

3.4.5 Configuring Alarms and Events

VFOpcUaSvr gets controller alarms with its High-performanceHMI monitoring service, and gets
system events through the SOE server.

After VFOpcUaSvr gets the alarms and events, you can select the data source server of the event
to select if to send the alarms and events to the client, or if to sends the suppressed alarms to the
client.

Enable/Disable Sending Push Alarms and Events

Follow the steps below to configure if the VFOpcUaSvr sends alarms and events to its connected
OPC UA client.

Right-click D8 inthe system tray and select Alarm & Event > Start. If a "V" is presented before
Start, it means the push alarms and events function is enabled.

@ Tip:

Restart VFOpcUaSvr to make any changes take effect.

Enable/Disable Sending Suppressed Alarms

High-performanceHMI supports the Alarm Suppress function to eliminate the impact of alarms of
low priority. You can configure the settings to allow the server to send suppressed alarms to the
client.

By default, the server sends suppressed alarms to the client.

10



OPC UA Function Manual

To disable this function, Right-click D8 in the system tray and select Alarm and Event. Cancel
Selection of Display SUP ALM.

Configure Data Source
To send events externally, the VFOpcUaSvr should get the data from the SOE server.

1) Go to Data Source window.

Right-click I8 inthe system tray and select Alarm & Event > Data Source.

Data Source hod

S0E Data Server Address

Izr . 0o . o .1

Figure 3-6 Data source configuration

2) Configure SOE data server address.

Set the SOE data server address in the pop-up window.

When the local computer serves as the SOE server, set the IP to "127.0.0.1".

3) Click OK to save the current configuration.

3.4.6 Reloading the Configuration

Generally, after the configuration is published, the VFOpcUaSvr will get the configuration
simultaneously and acquire the alarm information based on the configuration.

If the configuration of VFOpcUaSuvr is inconsistent with the High-performanceHMI configuration,
you can manually reload the configuration. Right-click D8 inthe system tray and select Alarm &
Event > Reload Config.

3.5 Viewing Server Data with OPC UA Client

VFOpcUaSvr supports the connection with standard OPC UA clients. Only the connected clients
can get the push information from the server.

3.5.1 Connecting with OPC UA Server

This part takes UaExpert as an example to introduces the connection of OPC client with
VFOpcUaSuvr.

11
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1) Run UaExpert and create a project.

2) Add OPC UA server

Select Server > Add from the menu. Add Server window will pop up.

® Click Discovery tab and select “Anonymous” in “Authentication Settings” to
auto-recognize available OPC UA servers.

® Click Advanced tab and customize the server to be connected.

B ~dd Server ? *

Configuration Name |[VF OFCUA

Diszcovery Advanced

Server Information

Endpoint Url | ope. top://172.30. 11. 211: 18950

Reverze Comnect ]

Security Settings

Security Foliow Hone -

Message Security

Mode

Hone -

Authentication Settings

@ Anoremons

Figure 3-7 Add OPC UA server

Configure the properties of the server based on the following table.

Item Description

Enter the name of OPC UA server.
This will be the source server name of tags, events, and alarms.

Configure the address of the OPC UA server.

Configuration Name

Endpoint Url Follow the format of "opc.tcp://server IP:port number". The port number of
OPC Server is 18950.

Authentication Set the authentication method for logging in to the OPC UA server.

Settings OPCUA server only supports Anonymous login.

Click OK to save the configuration.

3) Connect with OPC UA server.

Connect with OPC UA server to get its data.

In the Project tree, right-click the added server and select Connect. The icon before the

.y ;
server turns from “< to 'i}.?, which means they are connected.

12
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3.5.2 Viewing Real-time Tag Value

After the client is connected with the server, you can view the real-time tag values in the server.

In the Address Space tree, select the tag to be viewed and drag it to the Data Access View pane.

Project & X Data Access Wiew | Event View |
E"D Froject ﬂ Serwver | Hode Id |
E A Servers 1 VF OFCUA H30 [String [0A3TE1. ATOOOZ0000. AQF
2 VF OFCUA HS0 |String [0ASTS1. ATOOOZ0000. IFV_E
& 13 [pocunents 3 VF OFCUA H30 |String [0A3TE1. ATOOOZ0000. ERE
: 4 VF OFCUA HS0 |String [0ASTE1. ATOOOZ0000. FLAG
I Data hecess View S VF OFCUA HS0 |String [0A3TE1. ATOOOZ0000. HHH_E
..... Event View B VF OFCUA HS0 |String [0A3TS1. ATOOOZ0000. HH_E
T WF OFCUA HS0 |String [0A3TE1. ATOOOZ0000. H_B
& VF OFCUA HS0 |String [0A3TE1. ATOOOZ0000. LIL_E
i ess 5 2 % || VF OFCUA HS0 |String [0A3TE1. ATOOOZ0000. LL_B
&S5 Sppee VF OFCUA HS0 |String [0ASTE1. ATOOO20000. LB
P . - VF OFCUA HS0 |String [0A3TE1. ATOOOZ0000. 003
 |Fo Higplight [ VF OFCUA W50 |String |0A3TE1. ATOOO20000. OFH
) Eoot - VF OFCUA H30 |String [0A3TE1. ATOO0Z0000. OEL
S0 b st VF OFCUA NS0 |String [DA3TE1. ATOO020000. PV
. VF OFCUA HS0 |String [0A3TE1. ATOOOZ0000. KEVSCL
B (D) $HatchDog @w OFCUA 20 |String |DAITEL. ATODO20000. STMUL
iazes VF OFCUA HS0 |String [0A3TE1. ATOOOZ0000. SHAM B
- VF OFCUA HS0 |String [0ASTE1. ATOOOZ0001. LB
-‘?‘v Server VF OFCUA HS0 [String |OA3TEL. ATOODZO00L. 003
Eh- g% [OIFCUTLS VF OFCUA HE0 |String [0A3TE1. ATOOOZ0001. ORH
Bl [0.122]1Contral St VF OFCIUA H30 |String [0A3TE1. ATOOOZ0001. OEL
- g ATO0020000 VF OFCUA HS0 |Strins [QASTS1. ATOOOZ0001. BY

Figure 3-8 Add a tag and view its value

Data Access View Description

The data access view pane includes information like server, tag value and type. The table below

lists the details of these items.

Table 3-1 Tag properties in OPC UA client

Iltem Description
Server Server of the tag.
Displays in the format of "address space|nodeid type|domain alias".
There are two ways to use domain alias:
®  Default mode:
The Node Id of local tags does not contain domain alias, such as "AI00001.PV". The
Node Id of referenced domain tags contains domain alias, such as
Node Id "OA123.A100001.PV", where "OA123" is the domain alias of the referenced domain.
® Enable domain alias:
To include the domain alias to the Node Id of local tags, modify the configuration file
"OPCUACo onfig.ini" in the High-performanceHMI installation path and add
"GenNodeldWithOAName=1" in the [OPCDA] section. In this case, the local tags
displayed and subscribed by the client also need to include domain aliases.
Display Name Tag name.
Value Real-time tag value.
Datatype Data type of tag.
Source Timestape Time at which the client got the data

13
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Item Description
Server Timestape Time at which the data was sent to the server

Statuscode Tag status: Good or bad

R/W permission configured in the server.

AccessLeveN*®’ ®  CurrentWrite: the tag is writable and it was set as writable tag in the OPC UA server.
® CurrentRead: the tag allows reading only.
UserAccessLevel R/W permission of the current user.

Note 1: For PV parameter of Al/DI tags and OUT parameter of AO/DO tags, they should be in the force status to
write values successfully.

Write Tag

If a tag allows writing, you can write its value in OPC UA client.

In UaExpert, select a tag from the list and enter the new value in the Value column.

@ Tip:

®  You can check whether the tag supports writing through AccessLevel. Refer to Table 3-1 Tag
properties in OPC UA client.

® \When writing a String-type tag, the value is limited to a length of 512 bytes. If it exceeds 512
bytes, the server will truncate the value to the first 512 bytes before writing the tag.

@ Attention:

To set whether to record the writing operation in the operation logs: Open
"OPCUAConfig.ini" in the installation path and modify the value of
"OpenUserWriteOpLog". If OpenUserWriteOpLog=0, writing will not be recorded. If
OpenUserWriteOpLog=1, writing will be recorded.

3.5.3 Viewing Alarm Events and Logs

If the OPC UA Server has the sending alarm and event function enabled, you can view the alarms
and events in OPC UA client.

1) Add Event View.

In UaExpert, select Document > Add from the menu. Add Document window is
displayed. Select Event View from Document Type, and click Add. After adding, the

Event View node is added to the Project tree.

14
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2) Add OPC UA Server

Right-click on the Configuration area of Event View tab, and click Add custom node.
Select the added OPC UA server from the drop-down list. And enter 2253 for the
Numeric value. The node ID of OPCUA must be 2253.

B 2dd Custorn Mode ? >
Server:

VF OFCUA -
HodeId:

0 5] Wuneric v [2e5d
Conel

Figure 3-9 Example of adding custom node

3) Click OK and add the subscribed OPC UA servers. After adding, the Event tab displays
the collected alarms and events in the server, as shown in the figure below.

=

g

Eve Marns | Event History

R o 3

A C Time Severity Server/Object SourceMsme  Message EventType Active
A 103 30 | supcon.opcus.. DI0F150006  Standby SUPCOM_NonExclusiveLevela... |nactive
A 1101014 30 | supconopcus.. DI03150007  Standby SUPCOM_NonExclusiveLevels... |nactive
A s 30 | supcon.opcus.. DIOFIE0008  Standby SUPCOM_MonExclusiveLevelA... Inactive
A 10ate 30 | supcon.opous.. DIOFIE0008  Standby SUPCOM_NonExclusiveLevelA... Inactive
A 1101018 30 |supcon.cpeus.. DIOFIE0010  Standby SUPCOM_MonExclusiveLevelA... Inactive

Figure 3-10 Example of alarms and events displayed

I:dj__, ':ip:

In the High-performanceHMI monitoring software, after a user acknowledged an alarm, the
"ClientUserID" of that alarm on the alarm list will become the user who acknowledged the
alarm.

® By right-clicking on "Alarm & Event > Operation Domain Alias" from the context menu of
VFOpcUaSvr, you can control whether the SourceName column displays the domain alias

of the event source. If there is a "v" before "Operation Domain Alias", the domain alias will

be displayed. For example, in the above picture, DI03160006 will be displayed as OAOQ.
DI03160006.

Acknowledge Alarm

15
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@ Attention:

By default, the OPCUA server does not support acknowledging an alarm in the client. If
you want to enable this function, contact the field engineer.

To acknowledge an alarm in the OPC UA client.

1) In the Event View tab of UaExpert (as shown in the above figure), click Alarms tab.

2) Right-click an alarm and click Acknowledge. On the pop-up Comment Acknowledge
window, enter the remarks.

3) Click OK. The A column displaying a green tick means the alarm has been
acknowledged.

3.6 Alarms and Events Provided by OPCUA Server

VFOPC UA server provides the clients with alarm information including control domain address,
and control station address.

Here details the format of different alarms and events.

® Process Alarm: displays as "Tag Name”.
® System Alarm: displays as "Systemalarm".

® The alarm fields are shown below:

Name Data Type Description
SourceName UA_String Data Source
Severity UA_Int16 Event Level
User ID of a client, such as a
ClientUserld UA_String person who acknowledges an
alarm
EnabledState.ld UA_Boolean If the alarm is available
ActiveState.ld UA_Boolean If the alarm is activated

Time when the alarm was

ActiveState.TransitionTime UA_UtcTime

generated and resolved.
AckedState.ld UA_Boolean If the alarm is acknowledged
AckedState.TransitionTime UA_UtcTime Alarm Acknowledgement Time
ActiveTime UA_UtcTime Time when the alarm is

- generated

ConditionClassld UA_Nodeld Node corresponding to the

alarm type
ConditionClassld.ConditionClassNa UA_LocalizedText Alarm type (process, system
me alarm)
InputNode UA_Nodeld Data source node

16
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Name Data Type Description

TagType UA_String Tag type

PRJName UA_String Project name
GroupName UA_String Alarm group name
ReginName UA_String Alarm region name

Unit UA_String Unit

AreaAddr UA_UInt16 Control domain address
CSAddr UA_UInt16 Control station address
AOF UA_Boolean AOF standard

3.6.1 Supported Alarms, Events and Logs

As shown in Figure 3-10, the client receives the alarms, SOE events, and operation logs from the
server. EventType column helps differentiate the type of OPC information. The table below lists
the three types of supported information recorded by OPC A&E.

EventType Description Event Type

SUPCON_NonExclusiveLevelAlarmType High-performance Conditional event
HMI alarm

SimpleEventType SOE recording Simple event

AtEventType Operation Logs Tracking event

3.6.2 Comparison Table of OPC A&E Level and High-performanceHMI Level

This part introduces the relationship between alarm, event, log levels in OPC UA server and OPC
A&E.

Process Alarm Level

As in Figure 3-10, OPC UA client receives the alarms from OPC UA server. Severity column is
used to distinguish the level of High-performanceHMI process alarms. This table lists the
relationship between OPC A&E and High-performanceHMI alarm severity level.

High-performanceHMI

Severity Process Alarm Severity
Level

1 0

30 1

60 2

90 3

120 4

150 5

180 6

210 7

240 8

270 9
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High-performanceHMI
Severity Process Alarm Severity
Level
300 10
330 11
360 12
390 13
420 14
450 15
480 16
510 17
540 18
570 19
600 20
640 21
680 22
720 23
760 24
800 25
840 26
880 27
920 28
960 29
980 30
990 31

System Alarm, Operation Logs, and SOE Records

In Figure 3-10, OPC UA client receives the alarms, operation logs, and SOE records from OPC UA
server. Severity column is used to distinguish the level of High-performanceHMI system alarm,
High-performanceHMI operation logs, SOE records. This table lists the relationship between
High-performanceHMI system alarm, High-performanceHMI operation records, and SOE records.

Severity !I-_hgh-performanceHMl Alarm and Event
ype
High-performanceH

30 MI System Alarm OMC Operation Logs
Level 1
High-performanceH

60 MI System Alarm OMC SOE Records
Level 2
High-performanceH

120 MI System Alarm TCS-900 SOE

Records

Level 3

18
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3.6.3 Open System Status Tag

High-performanceHMI supports OPC communication and sends the system status tag to the OPC
client. Meanwhile, OPC UA supports trans-domain reference, which means the tags from the
referenced domain can be provided to the OPC client.

To make the system status tags open to the client:

1) In the installation directory of High-performanceHMI (C: \OMC\VisualField4\),
double-click OPCUAConfig.ini file to open it.

2) Change "SYSOPENENABLE" from 0 to 1. Save and close the file.

[OPCDA]

; When =1, DL is Readinly.

FeadOnly=0

: When =1, Display PointZFoint tag field.
DizplavyP2PField=0

;When =1, Open 2ystem Diagnose Tag.
SYSOPENENABLE=ﬂ

Figure 3-11 Change configuration file

After modification, restart the OPC UA server to make the changes take effect. Please refer to
Diagnose Software User Manual for details of the diagnostic tags supported by OPC UA.
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Section 4 Using OPC UA Client

High-performanceHMI software offers OPC UA driver which allows the client to receive tag and
alarm information from the server. This section introduces the configuration of OPC UA driver and
how to acquire OPC UA server data.

4.1 Typical Application

The network diagram below illustrates the connection of OPC UA servers and client. The client
can subscribe to the third-party tag and alarm information from the OPC UA server.

Operation  Operation ,
Station 1#  Station 2% OPC UA Client

OPC UA Server

External Network

r L HII

Third -party
System
SOnet — External Metwork

Domain Server OPC UA Server

Figure 4-1 Typical network diagram of OPC UA client

The general process of acquiring OPC UA data from the third party is as follows:

® Connect with a specific OPC UA server.

The OPC UA client connects with a specific server using OPC UA driver.
® Subscribe to the server and view tag information

You can subscribe to the server for specific tag data and view the real-time value of the

subscribed tags in High-performanceHMI monitoring software.
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4.2 Adding OPC UA Driver

To use the computer as the OPC UA client, add OPC UA driver in VFVarCfg first.

4.2.1 Adding Driver

i
File Edit Debug View Help

i

] @éﬂw L{] Fil: Edit Wiew Operstion Help
Configuration Server o = = = -
2 Common Settings e see @b X HOuE Pl EE d456E| 28T 2
i} System Function Block Library )l Operation Domaind ttern | Deseription
f§ Slobal Function Block Library =@ OperationTearn — Acimiite Atk S
Phase Class Library 02 Team0001 ]
By Program Template Library Eb ' " LA EHTY : o File Tools iew Help
R Control Configuration H omain Yanable .
a0, V=
£ [0]Control Domaind -8 User Authority ] @ o % # ?
5 8 (02]Cantrol Station_172.20.0.¢ ) History Trend 10 [ Tog Mame | Tpe | Description | O Driver | /0 Address Syne Control Station Tsa__| Sync Contral Station Tag ..
e @8 Custom Alarm Group
£ Custom Function Block +3h Custom Syster Alarm
5@ [04]Cantrol Station_172.20.0.£ P Pl ey
5 Custom Program $+1= Alarm Shehing
£ Custom Function Elock {5 state Managernent
£ [061Control Station_172_20_0.€ P Alarm Help
- 5 Custom Pragram Resource Files
{7 Custom Function Block
& (11Control Dornain
Batin
"E% Operation Dormaimd Type [ Hame [ Spedfication [ addroorver
1 1/0 Driver Settings Wizard X
Please select 1{O device drive type:
[oriver Type [ Description
9 supcon SUPCOM Device Driver
ore OPC OPC Server Driver
[HlmopsUSTER  Madbus TCP Driver
mMODBUSRTU Madbus RTU Driver
[EFETCHWR.... Fetchitite Driver
{sams 53 Driver
GPCUA Driver
Ready
< >
" Phase 5 redundant data uses O bytes, totallimit 71680 bytes, percentsge (0% estimate time 0. commaon Variables { Extend Configuration Variables ) Alm Court Variables /
Phase § redundant das uses @ bytes,ttallimic 71680 bytes, perentege (04, esimate fme Ol
Phase 7 redundant data uses 0 bytes, total limit 71680 bytes, percentage (09), estimate time 0.uurrt e TR A F e
Phase 8 redundant data uses 0 bytes, total limit 71680 bytes, percentage (0%), estimate time 0.000 ms. | x> | P
Phase 9 redundant data uses 0 bytes, tatal limit 71680 bytes, percentage (0%), estimate time 0.000 ms.

Figure 4-2 Add OPC UA driver

1) Open VFHMICfg software.

In the navigation tree, edit the operation domain to open VFHMICfg.
2) Open VFVarCfg software.

In the navigation tree, right-click Domain Variable and click Edit.

3) Open I/O Driver Settings window.

In VFVarCfg, click Edit > Operation Domain Driver Settings to open I/O Driver
Settings window.

Click Add 10 Driver to open I/O Driver Settings Wizard.
4) Adding OPC UA Driver

Select OPCUA. Click Next and finish adding.
After adding, the OPC UA driver configuration window is displayed.
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4.2.2 Subscribing for Tags
After adding the OPC UA driver, you need to specify the OPC UA server and select the tags.
1) Add OPC UA server

In OPC UA configuration window, select Edit > Add server. In the pop-up window,

enter the server name and address.

File Edit OPC UA configuration X

----- ORC A Server lTag ] Server name:

43
Proprety |

Bl General inf
Server address:
Server nurmb

|0pc.tcp:,l',l'1?2.30.2. 150: 16950

Login mode:
|An0nymous j

Account:

Password:

Ok Cancel

R AL S TSR e |

Figure 4-3 Add OPC UA server

Configure the properties of the server based on the following table.

Item Description
Server name | Enter the server name which will be the prefix of OPC UA tag address.
Server Follow the format of "opc.tcp://server IP:port number". The port number of OPC Server is
address 18950.
. Set the authentication mode for logging into the OPC UA server. Only Anonymous is supported
Login mode
for OPCUA server.

After adding, the server will be displayed in the Server tab.

2) Subscribe for tags.

Click Tag tab. Select the tags to be subscribed for. Click Save.
The selected tags will be added to the tag list in VFVarCfg.
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18 wrvarciyg

File Edit Tools ‘iew Help

= == O, &8 8 i v ?
D

Description 1/0 Driver 1/0 Address Sync Control Station Tag Sync Control Station Tag ..

0 A, 0000000 | Analog double_wvalue QPCLA 43, i,
1 OPCUA_A 0000007 | Analog float_value QPCUA 43.0.5tring. 4.,
2 OPCUA_A 0000002 | Analog sytern_cfg_wersion OpCUA 43.0.5tring. $v...
3 OPCUA_A 0000003 | Analog value OpCUA 43.0.5tring. $v...
4 QPCUA_S 0000000 String str_walue QPCUA 43.0.5tring. 4.,

Figure 4-4 Example of subscribing for OPC UA tag

(ﬂj__, Tip:

® After adding the OPC UA driver, "OPCUA Driver" will be added to "I/O Driver
ettings". Click the driver and click "View Edit" to modify its configuration.

® The method of configuring OPC UA tags is the same with other domain variables. For
atails, refer to Domain Variable Config Software User Manual.

4.2.3 Configuring Driver Tags

After adding an OPC UA server, you can acquire the OPC UA driver tags through subscription, or
manually configure the driver tags. Here takes OPC UA analog value as an example to detail how
to configure OPC UA driver tags.

1) Manually add a driver tag.

In VFVarCfg software, select Edit > Add. In the pop-up window, select Analog, and click
OK.

2) Configure properties of the driver tag.

In Analog Settings window, set the tag name, description, address, and alarm limits. For
Driver field, select the OPC UA server to be read.
The format of the 1/0O address field is "OPCUA server name.namespace.data

type.domain alias.tag name".

@ Attention:

The I/O address field is case-sensitive. Please make sure its consistent with the actual
field in OPC UA server.
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4.2.4 Viewing Subscribed Tags

In VFVarCfg, after you configure the OPC UA driver and configure the tags, you can view the
real-time tag values and write values in the High-performanceHMI monitoring software.

1)

View real-time value.

Start High-performanceHMI monitoring software, find the domain tag and open its panel.

= X
OPCUA_A_0000
000
L
100.000 E
76.000 =
0.000 E 15:1d:44  15:90:44 G251 de 5 4
‘ ‘E - = n [75000 T 0.000
double_value ~ HYs |0.000 ™ Change Rate |0.000

Figure 4-5 OPC UA tag panel
Write tag value.

You can write the OPC UA tag value in the monitoring software if the following conditions
are met.

® The operator has permission to write the tag.

® The tagis in FORCE status.

® \Writing permission is configured in OPC UA server.

4.3 Data Type Conversion

OPCUA driver supports data types including BOOL, INT16, INT32, STRING, and more.
High-performanceHMI domain variable tag supports analog, digital, and string. After the OPCUA
driver subscribed for tags, the VFVarCfg software converts the driver tag data types to supported
types of High-performanceHMI domain variable tags.
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\?:rt;ggse € el Data Type of OPC UA Server

Analog INT16, INT32, INT64, UINT16, UINT32, UINT64, DOUBLE, FLOAT
Digital BOOL

String* STRING, 512 bytes

*When the String-type tag subscribed by the High-performanceHMI domain variable software exceeds 512 bytes,
the High-performanceHMI domain variable software only truncates the first 512 bytes.
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Section 5 Revision History

Table 5-1 Revision history

Version

Applicable product model

Remarks

V1.0 (20230418)

OMC High-performanceHMI V4.70.00.00

First release.

V1.1 (20230830)

OMC High-performanceHMI
V5.10.00.00-M

Updated screenshots.
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Section 6 Appendix-VFOPCUaSvr Commands

"VFOPCUaSvr" icon is displayed in the system tray when OPCUA server is started. The table
below shows the descriptions of the commands in its context menu.

Table 6-1 Commands of OPC UA Server Context Menu

Command Sub Command Description
Writing Tag . Specify the tags that can be written by OPC UA clients. For details,
Settings please refer to "Configuring R/W Properties of Tags".

. Set whether to run VFOPCUaSvr at startup. For details, please
Automatic Start —

refer to "Configuring Run at Startup Function".

Server Status

View the status of the OPC UA server.

Alarm & Event

Start

If there is a "v" before "Start", it indicates that the OPC UA server

pushes alarms and events to the OPC UA client. For details,
please refer to "Configuring Alarms and Events".

Data Source

Specify the data source of SOE records in the OPC UA server.
Please refer to "Configuring Alarms and Events".

Reload Config

When the configuration in OPCUA is inconsistent with that in
High-performanceHMI, the configuration can be reloaded
manually. Please refer to "Reloading the Configuration".

Display SUP ALM

If there is a "v" before "Display SUP ALM", it indicates that the

OPC UA server pushes alarms and events to the OPC UA client.
For details, please refer to "Configuring Alarms and Events".

Operation Domain
Alias

If there is a "v" before "Operation Domain Alias", it indicates that
the domain alias of the event source will be displayed in Source

node. For details, please refer to "Configuring Alarms and Events".

Tag Export Setting

Modify the configuration file OPCUAConfig.ini to enable this
function. Please refer to "Configuring Tag Exporting".

Field Filter Setting

Specify the tag pins that are open to the client. Please refer to
"Configuring Pin Filtering".

Exit

Exit the OPC UA server.
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